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Meltdown of the copyright Ice Age
Alec Christie and Jackie Emery DLA PHILLIPS FOX

A look at the implications of the IceTV case for online publishers, second-generation application

developers and users of public data/information.

Key practical points for internet lawyers

In acting for clients who have created electronic databases,
consider what the real interests of the clients are and whether
copyright provides the appropriate protection or if there is a
better way to protect such interests.

In determining copyright subsistence/infringement issues for
compilations or databases, go back to the basic principles of
copyright. You need to answer:

Is there a work capable of copyright protection in the first
place?

Are the parts taken sufficiently “original” to be considered a
substantial part for the purpose of copyright infringement?

In drafting data/compilation access agreements or website
terms of use clearly identify what uses of the data are
permitted and what uses are prohibited (and ensure that these
are binding contractual provisions).

Robin’s tale
Robin runs a small online travel information com-

pany and, for a fee, provides subscribers with a customised

travel information guide matched to their itineraries. The

guide lists the options for transport and the quickest

route between destinations, alternative routes, and weather

information for each destination.

In order to create these personalised guides, Robin

consults and extracts factual information from various

publicly available sources, including the websites of the

Bureau of Meteorology, relevant transport authorities for

bus and train timetables, airports and airlines for plane

departure and arrival updates, and hotels. Robin also

inserts quirky comments based on personal travel expe-

riences. These guides are presented to Robin’s clients

via email in the company’s distinctive colourful tem-

plate with interactive elements. Things are going swim-

mingly and business is booming.

Impact of the Desktop case
However, in 2003, the Full Federal Court hands down

Desktop Marketing Systems Pty Ltd v Telstra Corp Ltd

(Desktop).1Robin reads the decision in Desktop as accord-

ing originality and thus copyright in the Yellow Pages

and White Pages directories (as factual compilations)

due to Telstra’s labour and expense in collecting, veri-
fying and assembling the data (the “sweat of the brow”
test). That is, copyright subsists in the directories despite
the lack of creativity or actual originality in the selection
and expression of such data. On the infringement issue,
Robin understands that although Desktop had copied
only the names, addresses and phone numbers, this was
still considered the reproduction of a substantial part of
the copyright work and it constituted an infringement of
Telstra’s copyright.

Robin is advised that the decision in Desktop (and the
subsequent refusal by the High Court to grant special
leave for appeal) left the law relating to copyright in
compilations in a less than satisfactory state. While the
Full Federal Court acknowledged this, they thought it
more appropriate for the legislature to amend the law.2

Robin was dismayed. Desktop seemed to grant copy-
right protection in the underlying data, consisting of
publicly available facts and information, irrespective of
their form of expression. This was obviously of concern.
Desktop cast significant doubt on the legality of what
Robin’s company was doing. Surely public data or
information is not protected by copyright? Robin won-
dered if the travel information guides were infringing
anyone’s copyright.

Robin’s lawyer thought that Robin’s usage was
probably not infringing because not a significant enough
amount of data or information was taken from the
sources to satisfy the “substantial part” test for infringe-
ment. However, if Robin had taken a substantial part, it
was irrelevant to the infringement issue if Robin had put
a lot of thought and effort into presenting the data to
clients in a wholly creative and distinctive way.

Robin’s legal advice also noted that, after Desktop, it
seemed that as long as the first compiler expended
money and time in creating the database, innovators like
Robin wanting to create derivative products using that
data could only do it if they did not take a “substantial
part” of the source data. Robin felt that this shift from
the existing law of copyright had the potential to stifle
innovation in respect of second-generation compilation
developments.
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Robin became concerned about whether a “substan-

tial” amount of data or information was being taken

from the sources, and was anxious about being sued for

copyright infringement. As a result, Robin did not

advertise the guides or expand the business, and only

provided the guides to existing clients. Robin watched as

developers of applications for the iPhone, for example,

were admonished for wanting to bring e-timetables for

Sydney transport to users’ iPhones.

But then, in late April 2009, Robin heard about the

decision in the IceTV case and, hoping this truly was a

return to the copyright good old days, Robin went to the

lawyer seeking further advice.

High Court to the rescue
The High Court’s landmark decision on 22 April in

IceTV Pty Ltd v Nine Network Australia Pty Ltd (IceTV)

takes copyright law in respect of compilations back in

the right direction.3

Robin is advised that although the High Court did not

directly consider “originality” in the context of subsis-

tence and instead focused on infringement, there are

clear indications that the High Court considers that

“creative spark” may well be necessary for the subsis-

tence of copyright.3 That is, for factual compilations,

copyright subsistence should not be assumed without

evidence of some intellectual effort, skill and creative

thought (ie originality) in the way the facts or data were

selected and presented.

Robin understands from the advice that, in finding

that IceTV did not infringe Nine’s copyright, the High

Court laid down (or restated) the following main prin-

ciples to guide any consideration in respect of copyright

in compilations:

• copyright does not protect underlying facts or

information, but only the form of expression of the

facts or information;

• in relation to a compilation, the form of “expres-

sion” refers to the selection, arrangement and

presentation of the information. As such, the

subsistence of copyright in a factual compilation is

a question of the degree of “originality” in the

expression. The skill and labour expended prior to

the “expression” of the data (such as its collection

and verification) is not relevant to the question of

copyright subsistence;

• the appropriation of the database maker’s labour

and investment and the commercial value of the

data are not determinative of the issue of copyright

infringement. The Copyright Act does not provide

general protection against appropriation of such

and does not provide monopoly rights over generic

publicly available information; and

• an assessment of “substantiality” in the context of

infringement should be focused on the originality

of the part taken. That is, if the reproduced portion

of the material itself lacks originality then that

portion cannot be considered a substantial part of

the work and it follows that there has been no

infringement by taking that part.

In addition to laying down or restating the above

principles, the High Court reiterated the importance of

“authorship” in relation to “originality”. That is, even

though the identity of the copyright owner is known, the

original work must have emanated from an author or

authors who are identifiable and qualified persons in

order for copyright to subsist. In relation to compilations

(particularly where a large number of people have

worked on the compilation over time or where it is

mostly generated by computer from an electronic data-

base), authorship and originality should not be easily

assumed or, in the context of proceedings, conceded.4

Impact of the IceTV case
So where does the IceTV case leave developers or

innovators like Robin? Robin understands that IceTV

has significantly scaled back the scope of copyright

protection for compilations in Australia. Even though

there is officially still some doubt as to the extent of the

operation of the “sweat of the brow” test for originality

of compilations, IceTV has made it harder for compila-

tions which arise purely because of the “sweat of the

brow” to be protected by copyright.

There is now no per se copyright protection for things

like a train or bus timetable, indexes to historic govern-

ment records, meteorological statistics, football fixtures

and television schedules where there are only limited

meaningful ways of stating the information.

Issues for second-generation innovators,
application developers and online publishers

For innovators and developers of web-based applica-

tions (such as iPhone applications) which use informa-

tion or data from publicly available compilations, the

developer should satisfy themselves of the following

before sourcing the requisite data:

• there is no independent selection of information

by the author. That is, there is no “originality” in

the selection process. This will be the case if the

compilation is made up of information that is

collected or compiled as directed by legislation or

otherwise mandated, for example;

• there is no “originality” in how the data or

information in the compilation is presented. That

is, information expressed in a generic way such as

alphabetical or chronological listing which cannot

meaningfully be expressed in any other way;
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• there is nothing which may be considered “origi-

nal” in the compilation. That is, there are no

graphics, logos, layout and template design, or

description or explanation of the data or informa-

tion, presented in the compilation; and

• the parts of the compilation being taken or repro-

duced are not original. The innovator is merely

extracting the “raw” data from the compilation

and not copying something more “substantial” like

the explanation of the data and its implications.

Recently, an iPhone application developer was threat-

ened with legal action by CityRail because the applica-

tion displayed train timetable information in which

CityRail claims to own the copyright. Relying on

Desktop, CityRail may well have won if the matter went

to court. However, after IceTV, the iPhone developer can

take comfort from knowing that it is not a copyright

infringement to simply extract and use train timetable

information in the application.

The application displayed train arrival times in a very

similar format to that on the monitors at railway stations.

CityRail commented that its main concern is that cus-

tomers receive accurate up-to-date timetable informa-

tion, but its action in alleging copyright infringement is

revealing.5 While it may be argued by CityRail that it

has copyright in the particular format of the time arrival

display, copyright infringement is perhaps not the best

avenue if CityRail’s real priority is simply to ensure the

accuracy and currency of its information.

Lessons for database owners and compilers
While IceTV is very encouraging for online innova-

tors and developers like Robin, it forces database owners

and compilation makers to reconsider their strategies to

protect their databases and compilations. The High

Court emphatically rejected that copyright generally

protects the database maker’s or compiler’s labour and

investment from appropriation by another (in the absence

of a law in Australia like the sui generis protection found

in the European Database Directive).6 Further, the com-

mercial value of the data is irrelevant to a question of

copyright infringement.

So how do organisations protect the significant amount

of money and time invested in gathering the information

and creating a database after IceTV? Through and by

contract. If the database or compilation of information is

not publicly available, organisations can draft more

restrictive terms of sale/use of the data or information in

a database. However, organisations need to ensure that

these terms are actually incorporated into the contract

and are binding.

If the database or information is publicity available

on the database maker’s website, or otherwise in the

public domain, it will be more difficult to restrict or

monitor how it is used. However, database makers

should obtain an agreement from users of the website (ie

a click-through terms of use) to comply with restrictive

terms of use which include the requirement not to

reproduce the data/information for any purpose.

Conclusion
There is no doubt that, from a copyright perspective,

IceTV has reopened the door to many second-generation

innovators and developers such as Robin who wish to

create derivative products using data or information. It is

now clear that irrelevant considerations such as the

appropriation of the database owner’s labour and expense

or the commercial value of the data will not give rise to

copyright protection where there is no work fundamen-

tally capable of copyright subsistence.

On a practical level, IceTV means that, in the absence

of a contract, corporations or other database owners or

compilation makers can no longer play the “copyright

card” to restrict use of data or information.

As for Robin — IceTV has renewed Robin’s confi-

dence and the company is making the travel information

guides available on a range of platforms on the web and

for iPhones. The guides are proving to be very popular

and Robin’s business is again taking off.

Alec Christie, Partner, and

Jackie Emery,

Solicitor, DLA Phillips Fox.
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Twitter squatting and trade mark infringement:
a birds-eye view
Ike Papageorge and Deborah Bell FREEHILLS PATENT & TRADE MARK ATTORNEYS

Just as cyber squatters initially registered companies’ trade marks in domain names, Twitter

squatters are now wrongfully registering companies’ trade marks as Twitter usernames. This article

considers Twitter Inc’s commitment to protect brand owners. In the Australian context, it examines

how the Trade Marks Act 1995 can assist.

Twitter is a social networking website. Although

originally conceived as a way of linking individuals,

companies are now jumping on the bandwagon as

Twitter is proving to be a fast, free and direct way of

marketing to brand-loyal consumers. Every Twitter user

has a unique username which operates as their screen

name. As these usernames are unique, registering a third

party’s exact trade mark as a username prevents that

third party operating on Twitter under its mark. The

underlying rationale for Twitter squatting is to sell the

username to the trade mark owner. Perhaps of greater

concern is the use of these usernames to the commercial

detriment of the trade mark owner.

Twitter works by allowing its users to search for and

subscribe to other users’ pages. Someone who sub-

scribes to a particular Twitter profile is known as a

“follower” of that profile. When a user updates their

Twitter profile (or “tweets”), all followers are notified.

How does Twitter Inc protect brand owners?

Twitter squatting

The Twitter website publishes rules prohibiting user

name squatting and the sale of usernames. Twitter Inc

makes provision for users to report such activity. Squat-

ting and the sale of usernames will result in the relevant

profile being terminated. Attempts to sell or extort in

kind benefits in exchange for usernames will also result

in suspension.1

Twitter Inc’s rules provide that it may shut down

profiles that are inactive for more than six months on

suspicion of squatting. However, indications at this stage

are that it will not do so except in cases of infringement.2

Some of the factors Twitter Inc will consider in

determining whether a profile user is squatting are:

• the number of profiles created by the user;

• whether the profile has been created for the

purpose of preventing others from using the rel-

evant username;

• whether the profile has been created for the

purpose of being sold;

• whether feeds of third-party content are used to

update and maintain a profile under the name of

that third party; and

• whether the profile is inactive.

Use of Twitter profiles with usernames incor-
porating third party trade marks

Twitter Inc’s Trade Mark Policy states that, “using a

company or business name, logo, or other trade mark

protected materials in a manner that may mislead or

confuse others may be considered trade mark infringe-

ment. Profiles with a clear intent to mislead others will

be immediately suspended”.3

Jurisdiction
Twitter Inc is a US-based company. When assessing

whether an Australian registered trade mark has been

infringed on Twitter, it is unlikely to consider the

relevant Australian law. Rather, Twitter Inc will prob-

ably adopt a broad brush approach to infringement by

relying on universal basic principles of trade mark law.

As proprietors in different jurisdictions can have equal

rights in the same trade mark, it will be interesting to see

how Twitter Inc deals with this conflict. We imagine

such disputes will be resolved on a “first come first

served” basis.

Does Australian Trade Marks law protect
brand owners?

Twitter squatting
There are no reported decisions in Australia dealing

specifically with trade mark owners’ rights against
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Twitter squatters. Decisions dealing with the registration

of domain names incorporating trade marks suggest that

merelyregisteringadomain

name that incorporates

a registered trade mark

will not constitute infringe-

ment.4Theimportant ingre-

dient for establishing

infringement is use in a

trade mark sense. There-

fore, simply registering

a third party’s trade mark

as a Twitter username,

with nothing more, is

unlikelytoconstituteinfringe-

ment.

However, the prac-
tice of selling such usernames may, according to the UK
Court of Appeal, amount to use in a trade mark sense
and therefore infringement. In the One in a Million 5

case, One in a Million Ltd registered domain names
incorporating well-known British trade marks without
the consent of the trade mark owners. One in a Million
Ltd then offered to sell the domain names to the trade
mark owners. The UK High Court held (and the Court of
Appeal confirmed) that:

Use “in the course of trade” means use by way of business.
It does not mean use as a trade mark: British Sugar Plc v
James Robertson & Sons Ltd. [1996] RPC 281, 290–2. The
use of a trade mark in the course of the business of a
professional dealer for the purpose of making domain
names more valuable and extracting money from the trade
mark owner is a use in the course of trade.

As this case dealt specifically with the registration
and sale of domain names incorporating well-known UK
trade marks, the persuasive scope of this judgment may
very well be confined to s 120(3) of the Trade Marks
Act 1995, particularly the sale of a Twitter username
incorporating a well-known Australian mark. Even so,
this decision sheds some light on how Australian courts
may deal with the issue of trade mark infringement in
the context of squatting.

The common law doctrine of passing off and ss 52
and 53 of the Trade Practices Act 1974 may also be
relevant in the squatting context. However, a detailed
analysis on these heads of action is best left for another
article.

Use of Twitter profiles with usernames incor-
porating third party trade marks

Although it is unclear whether simply registering a
username amounts to use of that username as a trade

mark, it is certainly arguable that posting tweets about

goods or services on a profile amounts to use of the

username as a trade mark.

What if this username is

based on a trade mark

registered in Australia

and the Twitter user is

not the registered owner

or authorised user of this

mark? Assuming the

username is substan-

tially identical or decep-

tivelysimilartotheregistered

trade mark, a case for

infringement may be made

out. One must consider:

• whether the goods

and/or services mentioned on the profile are the

same as, similar or related to the goods and/or

services in respect of which the mark is regis-

tered;6 and

• whether the trade mark is well known in Australia.7

If the answer to either of these questions is yes, an

action for infringement is available.

Use in trade
What of the situation in which a Twitter username,

substantially identical or deceptively similar to a regis-

tered trade mark, is used to publish content unrelated to

goods or services (but instead related only to the user’s

personal life)? Under the Trade Marks Act 1995, such

use of a third party’s trade mark is not expressly

outlawed because it is not use in trade.

What rights does a trade mark owner have against a

user whose tweets criticise or review the goods or

services sold under the registered trade mark? Two

relevant considerations are:

• whether the criticism or review is tantamount to

use in trade; and

• whether the mark is used to simply denote the

trade mark owner’s goods and/or services.

Courts are reluctant to place fetters on the public’s

right to freedom of speech. Therefore, a clear case of

infringement must be shown in order to gain relief.

The important ingredient for establish-

ing infringement is use in a trade mark

sense. Therefore, simply registering a

third party’s trade mark as a Twitter

username, with nothing more, is

unlikely to constitute infringement.
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CASE STUDY

By way of illustration, let us contrast the Twitter profiles DellSux and ConnexMelb. The DellSux profile is a forum

for criticising Dell computers. While the Twitter user uses DELL as a trade mark to refer to computers manufactured

by Dell, they are not using the DELL trade mark as a badge of origin for their computers or related goods and

services. Therefore, the operation of this profile is unlikely to be considered use of the DELL trade mark in trade.

The additional element in the username, “sux”, and the tweets focused on the perceived inadequacies of Dell

computers, negate a perception that the profile is run by the true trade mark owner. This all supports the conclusion

that an action for infringement would probably fail.

By way of contrast, the ConnexMelb profile is a forum for criticising Connex’s running of Melbourne’s train

network. This Twitter user is probably not trying to enter the rail services market or derive an income stream from

the profile. Therefore, it will be difficult to establish that this user is using the CONNEX mark in trade.8 However,

one tweet on the ConnexMelb profile reads: “from now on, trains will arrive between 9 am and 1 pm, or between

1 pm and 5 pm.” This may be construed as use of the ConnexMelb trade mark in relation to the provision of train

scheduling information. Although this information is inaccurate and intended as a parody, it is possible that such

tweets will be understood as use in trade. As there are no express parody, criticism or review defences to trade mark

infringement in the Trade Marks Act, an action for infringement may be available. Interestingly, the official Connex

Twitter profile operates under the username ConnexMelbourne.

If the use of a trade mark on Twitter for the purpose of criticism and review is held not to constitute use in trade,

trade mark owners may still have recourse under ss 52 and 53 of the Trade Practices Act 1974 and the common law

doctrine of passing off. In cases of consumer deception, the consumer protection laws may indeed have a significant

role to play.

Jurisdiction
Trade mark rights are territorial, but the internet

transcends borders. As such, establishing that use of a
trade mark on Twitter equates to infringement of an
Australian registered trade mark can be difficult. In the
case of selling Twitter usernames, it is important to
ascertain where the seller and potential buyers of the
usernames are located. In the case of tweets about goods
and/or services, a significant factor to consider is whether
the relevant goods and/or services are available for sale
to Australian consumers.

Conclusion
As the commercial exploitation of Twitter is a rela-

tively new phenomenon, little is known about how

Twitter Inc and the law will approach actual and

anticipated breaches of trade mark interests. We predict

that the laws surrounding cyber squatting and trade mark

usage online will play a key role in the development of

this legal framework. As Twitter operates across juris-

dictions, we can expect Twitter Inc to employ basic

international principles of trade mark law when deciding

questions of infringement. The following table covers a

range of hypothetical scenarios trade mark owners may

encounter and the level of assistance that can be expected

from Twitter Inc and the Trade Marks Act 1995.
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Scenario Twitter Inc’s approach Trade Marks Act 1995

Squatting on a username Cancel profile Probably not trade mark infringe-

ment

Squatting on a username for the

purpose of sale

Cancel profile May be considered trade mark

infringement in the case of well

known Australian marks

Use of a username in relation to

the user’s personal life

Twitter Inc will probably not cancel

the profile because such use is not

trade mark infringement on basic

principles

Probably not trade mark infringe-

ment

Use of a username in relation to

unrelated goods and/or services

Twitter Inc will probably not cancel

the profile because such use is not

trade mark infringement on basic

principles

Trade mark infringement may be

made out in relation to usernames

based on well-known trade marks.

Use of a username in relation to

related goods and/or services

Cancel profile Trade mark infringement

Use of a username for criticism

and review of the trade mark

owner’s goods or services

Twitter Inc probably will not cancel

the profile because such use is not

trade mark infringement on basic

principles.

Trade mark infringement is unlikely

if the mark is being used in a

descriptive sense

Ike Papageorge,

Consultant, and

Deborah Bell,

Solicitor,

Freehills Patent & Trade Mark Attorneys.

Footnotes
1. http://twitter.zendesk.com/forums/26257/entries/18370.

2. Above.

3. http://twitter.zendesk.com/forums/26257/entries/18367.

4. Matzka v Mind Gym Ltd (2006) 68 IPR 339 at 342; (2006)

AIPC 92-170; [2006] ATMO 14.

5. British Telecommunications plc v One in a Million Ltd [1998]

4 All ER 476; (1998) 42 IPR 289; [1999] FSR 1; [1999] 1 WLR

903.

6. Sections 120(1) and (2) Trade Marks Act 1995 (Cth).

7. Sections 120(3) and (4) Trade Marks Act 1995 (Cth).

8. CSL Ltd v Hong Kong CSL Ltd (2008) 76 IPR 772.
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User-generated content, copyright and fair
dealing
Sophia Christou and Abi Paramaguru UNIVERSITY OF NEW SOUTH WALES

Social media may be described as the evolving digital and online tools and services available for

creating, hosting, accessing and sharing content. User-generated content (UGC) is an important

component of social media. In this article, we will explore some examples of UGC and assess some

of the practical questions and challenges that it raises for copyright law.

Issues such as the boundary between reproduction

and transformative use and the relevance of commercial-

ity of use and appropriation are particularly challenging

in practice. When advising clients, lawyers must remem-

ber that users need to be made aware of the scope and

limits of fair dealing exceptions, and creators must be

mindful of potential infringement of copyright while

creating. In addition, all parties need to be aware of their

rights and responsibilities under the fair dealing excep-

tions, as well as being savvy with respect to attracting or

threatening litigation.

The development of social media and the technolo-

gies underpinning them is outpacing the evolution of

copyright laws to govern their use and application. As a

result, there are occasions when copyright law is not

able to provide a clear or practicable solution to a

seemingly novel problem. This tension between social

practice and legal practice has, at other times, led to new

ways of viewing the boundaries of copyright law.

Some of the lessons and challenges arising from these

tensions will be explored here. We will look at the role

that the Australian fair dealing provisions may play in

testing the boundaries of legitimate creation and use of

UGC, from the perspective of UGC creators (whether

they are individuals or commercial entities), copyright

owners, and users. We conclude that the exceptions are

largely untested and unsettled in this context, and may

be inadequate in some cases.

The examples of UGC that we give mainly fall into

the category of content that leans towards transformative

use rather than mere reproduction. We also discuss

content that is initially created for non-commercial

purposes, allowing for the fact that uses of the content

may later change. These distinctions are significant, as

much commentary in the field tends to treat all UGC in

a rather unclear and undefined way, avoiding its inher-

ently diverse and changeable nature.

Copyright and social media
As the use of social media becomes more prevalent,

both individuals and commercial entities are engaging in

practices that push the boundaries of lawful dealing with

copyright material, and are therefore taking on greater

risk of legal action (real or threatened). The individual

“user” frequently referred to in the popular media and

legal commentary is generally assumed to be a younger

person or “digital native”, concerned more with creativ-

ity and the ability to access and use copyright material

with “freedom” rather than respecting the bounds of

legitimate access and use. However, recent examples

show that commercial entities are increasingly throwing

the traditional presumptions of copyright law into ques-

tion. The IceTV decision1 in Australia, the Google Books

settlement in the US, and the day-to-day operations of

YouTube demonstrate that it is not just individual users

towards whom discussions of copyright infringement,

“piracy” and fair access or use should be targeted.

The traditional distinction between the copyright

“producer” and “user” is more likely to be blurred in the

online environment.2 For example, an individual “user”

may take copyright material and use it to create new

content in a seemingly “non-commercial” way — per-

haps in making a parody of a music video — and post

this on a content hosting site such as Flickr or YouTube.

Questions might then arise as to whether its presence on

the site (a commercial entity) turns this into “commer-

cial use.” And what happens if a third party wants to use

this content for their own purposes, or if the user/creator

wants to commercially exploit their content? For example,

in 2007, Virgin Mobile Australia was sued by the family

of a young girl in an image used by Virgin Australia in

an advertising campaign featuring Creative Commons

licensed pictures available on Flickr.3 However, other

photographers were pleased to have their images utilised

in this campaign, which provided them with valuable

exposure.4
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The automatic response of some copyright owners

and other stakeholders might be to fear the impact of

new technologies on their

business models, and sub-

sequently to advocate for

further restrictions and

tightening of copyright

provisions. It is argu-

able that an unconsid-

ered response such as

this may artificially nar-

row the existing bounds

of copyright law, while

having a negligible effect

on the practices that these

stakeholders are con-

cerned about.

Because some of the practices in question appear

novel, or their legitimacy under the law is still unclear,

it is important to closely consider the effect of excep-

tions and limits to copyright, particularly the fair dealing

provisions in Australia. The growing prevalence of

technological protection measures (TPMs), take-down

notices and other digital rights management (DRM)

measures means that all stakeholders — users, producers

and copyright owners — need to understand where their

rights begin and end. This is vital to protecting the

copyright interests of the creators and the rights and

protections allowed to users of copyright material.

Raising awareness of these issues for all stakeholders

presents challenges to legal practitioners, especially

when advising clients. One of the greatest challenges is

the constantly shifting boundaries and exceptions that

are, arguably, already relatively unclear. A further chal-

lenge is to keep in mind that, in pushing the boundaries

of copyright, those who take risks with copyright law

have the potential to contribute to clarifying the law.

Advocating the most risk-averse practices as a matter of

course may, in the long term, be to the detriment of all

stakeholders in the copyright debate.

Fair dealing exceptions
Before looking at fair dealing exceptions, legal prac-

titioners should establish:

• whether copyright applies in a particular situation;

and

• whether copyright has been infringed.

For example, it is relevant to look at the form of the

work, originality (does the form of expression originate

with the author?), substantiality and objective similarity.

These issues were explored by the High Court in the

recent IceTV decision, where the court determined that

copyright was not infringed when IceTV reproduced

parts of Channel Nine’s program guide in their Elec-

tronic Program Guide.5 The threshold to obtain copy-

rightprotection inAustralia

is quite low, and once

infringement is ascer-

tained, it is then appro-

priate to refer to the

exceptions.

The fair dealing excep-

tions in Australian copy-

right law are the primary

means with which to show

that a particular use of

copyright material is law-

ful, in the absence of

the copyright owner’s per-

mission. It may be useful to consider the exceptions in

the context of UGC. Under certain circumstances, the

exceptions allow uses of copyright material for the

purposes of research or study, criticism or review,

parody or satire, and news reporting.6 The user must

show that the use of the material was for one of these

specified purposes and that the dealing was fair in the

circumstances. By way of example, these exceptions

may be useful for bloggers providing social commen-

tary, YouTube users creating parody videos or Wikipedia

users updating Wikipedia pages. The utility of these

exceptions will vary from case to case.

To date, the interpretation of these exceptions by

courts has been relatively narrow. How they might apply

to different examples of UGC is open to question due to

their largely untested nature. Indeed, most discussion

about UGC, social media and Australian copyright

exceptions has by necessity taken place at a hypothetical

level. A further issue when discussing the applicability

or utility of the Australian fair dealing provisions to

UGC is the fact that many end-user contracts and terms

of use or service for some of the most popular online

content hosts and providers rely on US law. For example,

YouTube’s Terms of Use references “derivative works,”

a US-centric copyright concept.7 Lawyers must bear

these issues in mind when advising clients.

The fair dealing exceptions in Australian copyright

law are significant, as they are arguably one of the few

mechanisms built into the copyright regime with the sole

purpose of protecting users’ interests in copyright mate-

rial.8 It is important that fair dealing exceptions are

flexible enough to respond adequately to technological

and cultural change, or they risk becoming practically

irrelevant and widely ignored.

Practical considerations
While the fair dealing provisions may allow for some

uses of copyright material in the production of UGC, in

It is important that fair dealing excep-

tions are flexible enough to respond

adequately to technological and cultural

change, or they risk becoming practi-

cally irrelevant and widely ignored.
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practice, testing the limits of the provisions would rely

on litigation. Bringing such an action to court is usually

a business decision, and so

it is questionable just how

useful these exceptions might

be in reality.

An increasingly press-

ing issue when considering

the role of the exceptions in

UGC is the availability of

and, at times, over-reliance

on, other means of discour-

aging or preventing access

to or use of copyright mate-

rials in ways that may be entirely legitimate in some

circumstances. Take-down notices, TPMs and end-user

contracts are rapidly becoming the preferred method of

“risk management” for copyright owners. This is despite

the fact that in some cases they also override users’

ability to take legitimate advantage of the exceptions

and limits in the copyright system.9 While it may be

tempting to rely on these measures, copyright owners

need to be aware of the effect this has on their relation-

ship with consumers, particularly when even legitimate

use is impossible.

Issues to bring to the attention of clients
Where the client is a UGC creator commercial and

non-commercial purposes or uses may be blurred, par-

ticularly in relation to future commercial applications of

content which is initially “non-commercial”. This “sec-

ondary” use may be by the creator or by a third party.

For example, the creator of the Harry Potter Lexicon, a

popular online encyclopaedia based on the Harry Potter

series, was successfully sued by the series’ author, JK

Rowling, after the creator of the website attempted in

2007 to publish a book based on the website.10 Rowling

claimed that she had planned to release her own Harry

Potter reference guide.11 A modified version of the book

was later published by the website creator.

In cases where the client is the copyright owner, it is

important that they are made aware of the potentially

positive role that social media can play for their product,

and the possibility of negative public reaction to litiga-

tion. Further, the client needs to be aware that the fair

dealing exceptions will protect some “fair” uses of their

material. Automatic use of TPMs, take-down notices and

threats of litigation will not necessarily be effective to

prevent all reuse of the copyright material, infringing or

otherwise. A client should therefore be encouraged to

question whether the reuse in particular cases will in fact

harm the existing market for the copyright material. This

is, after all, at the heart of copyright’s protection of

economic interests of the copyright owner. Moral rights

provisions may be a more appropriate avenue to explore

if a client has concerns about the manner in which their

materialisbeingreused.12

One final consid-

eration that may not

be obvious to a cli-

ent is the potential

to harness UGC cre-

ated by other users

to add value to the

client’s original con-

tent. Some seem-

ingly“infringing”conduct

may in fact work to
the advantage of the copyright owner, particularly in the
case of fan-created content. Applying alternative licences
to digital content in the first place may be another
effective way for a client to manage their copyright
material. Creative Commons licences, being one example,
would clearly signal the kinds of reuse permitted by the
copyright owner. The benefits to the copyright owner
might be the discovery of novel or innovative uses of
their material, new markets for the material, or alterna-
tive ways to add value to the original content.

In cases where a client is intending to use copyright
protected material, it is relevant to look at the practical-
ity, viability and cost of obtaining relevant permissions.
An examination of the intended use of the material and
whether it is likely to fall under one or more of the fair
dealing exceptions should be undertaken. This includes
consideration of possible negative consequences to the
copyright owner by the client’s use of materials. If there
is subsequent litigation, the client will have to demon-
strate that a fair dealing exception applies. In cases
where infringement is unclear, it is critical to attempt to
ascertain the likelihood of litigation.

In reality, a client may be all of the above: a “user”
may simultaneously be an owner/creator. It would be
wise to explore immediate consequences and future
repercussions when dealing with copyright material in
any manner. Fair dealing exceptions may be useful in
some circumstances; however, the rapidly developing
nature of technology has blurred the boundaries. Fair
dealing exceptions may at times appear to be inadequate
or “out of touch”, and remain largely untested. Guess-
work will generally be involved. Regardless of what
category a client might fall into, comprehensive under-
standing of the legal and social environment in which
engagement with social media occurs is vital.

Conclusion
Social media have become an inevitable part of the

cultural landscape. UGC remains a significant aspect of

such media, creating new possibilities for cultural pro-

duction and communication. This type of content brings

Moral rights provisions may be a more

appropriate avenue to explore if a client

has concerns about the manner in

which their material is being reused.
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with it many questions and challenges for copyright law.
While not all of these challenges are entirely new, the
largely unsettled and untested nature of the outer limits
of the copyright system, as it relates to new media and
UGC, are encouraging some individuals and commercial
entities to push these boundaries to their limits.

Consideration of how fair dealing provisions might
be applied may provide some answers; TPMs and
end-user terms and contracts, the availability of take-
down notices and alternative licenses such as Creative
Commons, all complicate the ways in which copyright
owners can now manage their intellectual property.
Equally significant is the potential for UGC to add value
to original copyright material in unexpected ways. All of
these issues should be borne in mind by legal practitio-
ners and their clients when navigating the difficult
terrain of social media and UGC.
Sophia Christou,

Postgraduate research student, Faculty of Law, UNSW,

and

Abi Paramaguru,

Research and Policy Offıcer, Cyberspace Law and Policy

Centre, UNSW.

The authors would like to thank Catherine Bond for

her valuable comments on this paper.
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Are you being served? Social networking sites
used to serve court documents
Paul Mallam and Julie Cheeseman BLAKE DAWSON

In practice

• In two recent decisions, Australian courts have consid-
ered the suitability of popular social networking site
Facebook as a method of effecting service of court
documents.

• Where traditional methods of service have proved
impractical, Facebook can be used as a method of
effecting service if the court is satisfied that such use is
“reasonably likely” to bring the matter to the attention
of the relevant party.

• It is, however, important to note that at least one judge
has expressed concern about “the uncertainty of Facebook
pages” and the fact that “anyone can create an identity
that could mimic the true person’s identity”.

• Before making an application for substituted service
via social networking sites, lawyers need to consider
whether there is enough evidence to satisfy a court that
the profile page in question is, on the balance of
probabilities, that of the person on whom service is to
be effected.

MKM Capital Pty Ltd v Corbo & Poyser
In MKM Capital Pty Ltd v Corbo & Poyser,1 Master

Harper of the ACT Supreme Court ordered that a

plaintiff’s solicitors could effect service of a default

judgment by sending the defendants a private message

via their Facebook pages. This ruling has been described

in various media reports as an “Australian and possibly

world first”.2

The defendants, Ms Corbo and Mr Poyser, borrowed

money from the plaintiff, MKM Capital (MKM) to

refinance the mortgage on their house. MKM com-

menced court proceedings after the defendants failed to

keep up with repayments. After the defendants did not

appear in court to defend the action, MKM successfully

applied to the court for default judgment for the loan

amount and for possession of the house. MKM made

numerous attempts to personally serve the defendants

with the default judgment, each of which was unsuc-

cessful. MKM then applied to the court for orders for

substituted service.

Rule 6460(3) of the Court Procedures Rules 2006

(ACT) (the Rules) provide that the court can make an

order for substituted service if it is satisfied that:

• it is impracticable, for any reason, for the docu-

ment to be served in the authorised way; and

• the alternative way is reasonably likely to bring

the document to the attention of the person to be

served.

MKM led evidence of its numerous unsuccessful

attempts to effect personal service on the defendants in

order to show that it was impracticable to serve the

documents in accordance with the Rules.

MKM asserted that an alternative way would be to

serve the default judgment via private message on

Facebook. In this respect, MKM led evidence that the

Facebook profiles of two particular individuals were in

fact the profile pages of the defendants. In particular:

• the dates of birth displayed on the Facebook

profiles matched MKM’s records of the dates of

birth of the two defendants;

• the email addresses displayed on the Facebook

profiles matched the email addresses MKM’s

solicitor’s had on file; and

• the “friend” lists on the Facebook profiles showed

that each of the two individuals were friends with

the other.

On the basis of this evidence, the court was satisfied

that personal service was impracticable, the Facebook

profiles were in fact the profiles of the defendants and

the defendants were regularly accessing their Facebook

accounts and would reasonably get notice of the default

judgment if a private message was sent to their accounts.

Accordingly, Master Harper made orders that service

of the default judgment be effected by leaving a sealed

copy of relevant papers at the last known address of the

defendants, sending a copy of the papers to the second

defendant at a specified email address and sending a

“private message via computer to the Facebook page of

the [defendants] informing the defendants of the entry

and terms of the default judgment”.

Citigroup Pty Ltd v Weerakoon
In April 2008, Justice Ryrie of the Queensland

District Court reached the opposite conclusion regarding

the suitability of Facebook as a method to effect service

of court documents.

In the case of Citigroup Pty Ltd v Weerakoon,3

Justice Ryrie was not satisfied that an email to the
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defendant’s Facebook page would bring “knowledge or

notice of the proceedings to the attention of the defen-

dant”. In particular, her Honour:

• expressed concern about “the uncertainty of Facebook

pages” and the fact that “anyone can create an

identity that could mimic the true person’s iden-

tity”; and

• considered that the information which was pro-

vided on the Facebook page in question did not

demonstrate “with any real force that the person

who created [it] might indeed be defendant”.

Accordingly, her Honour did not allow service to be

effected via Facebook.

Conclusion
These cases show that Australian courts are willing to

allow litigants to effect service via social networking

sites, such as Facebook, in circumstances where tradi-

tional methods of service have proved impractical and

the court is satisfied that the use of the social networking

site is reasonably likely to bring the document to the

attention of the relevant party. The success of such an

application will largely turn on whether there is enough

evidence to satisfy a court that the Facebook page in

question is, on the balance of probabilities, that of the

person on whom service is to be effected.

Paul Mallam,

Partner, and

Julie Cheeseman,

Senior Associate,

Blake Dawson.
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Google Books settlement — threat or
opportunity?
Chris Bevitt SHELSTON IP LAWYERS

Google has achieved a major breakthrough with its online book project following the settlement of

its long-running litigation with various publishers.

In 2004, Google launched its Google Print Project.

The project has two components: the Print Publisher

Program and the Print Library Project.

Print Publisher Program
The Print Publisher Program involves Google enter-

ing into agreements with book publishers authorising

Google to scan the full text of their books into Google’s

online searchable database. When a user searches online

for the book or for particular text, the Google database

displays bibliographic information about the book and a

link to the text within the search query. Clicking on the

link takes the user to a full page of the book containing

the search query plus pages before and after that page. If

the user decides to purchase the book, then Google and

the publisher share in the payment. The publisher may

also share in advertising revenue if Google advertise-

ments appear adjacent to the pages. The Print Publisher

Program is uncontroversial because it is by agreement

with the publishers.

Print Library Project
In contrast to the Print Publisher Program, Google’s

Print Library Project has been the subject of consider-

able controversy. Under this project, Google took it upon

itself to scan a vast quantity of books into its database

without obtaining permission from anyone, apart from

the participating libraries which include the universities

of Harvard, Stanford, Oxford and Michigan, and the

New York Public Library. The scanning/copying is not

an issue for books that are out of copyright. However,

Google’s project includes many books that are still

subject to copyright, with those books including both

in-print and out-of-print books.

Users can browse the full text of public domain

materials, but for books still in copyright, only a few

sentences of text around the search term will appear. Not

surprisingly, many authors, publishers and institutions

representing those parties took major exception to the

Google Print Library Project. Under Australian copy-

right law, copyright in a book subsists for the life of the

author plus 70 years after the author’s death. Before

Australia signed the US Free Trade Agreement, this

period was 50 years. The copyright owner generally has

the sole right to reproduce the copyright work. The law

of most countries contains a fair use exception to the

copyright owner’s exclusive rights. In Australia, the fair

use exception is quite limited. However, it is consider-

ably broader in the US. The US exception allows any

use so long as it is “fair”. For example, Mr Kelly, a US

photographer, sued image search engine Arriba Soft for

infringing his copyright by compiling a database of

images extracted from his website and a range of other

websites. Arriba Soft operated a search engine for

internet images and displayed the images using a down-

graded quality and thumbnails only. The court found that

Arriba Soft’s copying of the photographs was fair use.

Google is relying on this fair use exception to undertake

the Library Project.

In late 2005, the Author’s Guild of America and five

major publishers initiated proceedings against Google

for copyright infringement. Despite the lawsuits, Google

carried on with its scanning project, and by October

2008 had scanned up to seven million books, including

one million from the public domain, one million scanned

under the Publisher Program and five million still under

copyright.

Google argues that its project will vastly expand the

available market for both in-copyright and out-of-

copyright books and in-print and out-of-print books.

This may well be true, particularly for out-of-print

books, which are effectively unavailable for purchase.

Of course, the publishers and authors were rightly

concerned that Google would be siphoning off a share of

the revenues which they would otherwise have gener-

ated from book sales. However, if a user never saw the

book then there would never be any revenue — an

argument for Google.

After two and a half years of negotiation, the Author’s

Guild settled its case against Google on 28 October
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2008. It is important to note that the settlement is subject

to court ratification which is due to occur on 7 October

2009 (the original date

of 11 June 2009 was

challenged and subse-

quently changed).

Under the settle-

ment, authors, publish-

ers and Google will share

the proceeds of exploit-

ing thebooksusingGoogle

book. The key elements

of the settlement are as

follows:

• Google will pay US$34.5 million to establish an

Independent Book Rights Registry. This is a new

independent entity which will administer the scan-

ning and searching project and collect payments

on behalf of authors and publishers. The registry

will have a board consisting of equal numbers of

authors and publishers. The payment will be used

to establish the registry, notify right holders of the

settlement and process claims.

• Google will pay at least US$45 million to com-

pensate authors and publishers whose copyrighted

texts have been scanned without permission.Although

this appears to be a large figure, the estimated

amount each author/publisher will receive per

book is approximately US$60 due to the large

number of books which have been scanned. How

this is shared between publishers and authors will

depend on the profit-share agreements between

them.

• If Google runs advertising on a page which

displays just one book, the copyright owner will

receive 63% of the advertising revenue while

Google will retain 37%.

• The balance of US$45.5 million will go towards

the publishers’ legal fees in bringing the action.

The following timetable applies to the settlement:

• Authors and publishers who wish to opt out of the

Project must notify Google by 4 September 2009

(the original opt out date of 5 May 2009 was

changed following a challenge to the original date

by various authors and publishers). Those who opt

out will have their books removed from the

project. If some-

one does not opt

out, their book may

be scanned.

• The deadline for

opting in (and there-

fore receiving the

one-off payment of

US$60) is 5 Janu-

ary 2010.

The settlement is subject to confirmation at a final

fairness hearing, now scheduled for 7 October 2009.

It is important to note that the case/settlement and the

new features relate only to US copyright and access by

US users. For the rest of the world, including Australia,

the position will remain as is currently the case where

only a few lines of text will be displayed. Users outside

the US will be able to search Google Book Search for

books and may see snippets of books still in copyright,

but they will not be able to purchase access to the book

online and no institutional subscription service will be

available unless covered by the publisher under the Print

Library Program.

It is not beyond the realm of imagination to consider

that a copyright owner outside the US may take action

on the basis that Google’s actions in scanning the

copyright owner’s book infringe the owner’s Australian

(or other country) copyright rights. Such a case would

not be straightforward, given the need to demonstrate

the necessary connection with the Australian copyright.

If Google was to divide its site into different country-

based sections, this could create the necessary nexus to

enable a claim to be brought in Australia.

But for now, Google has achieved a favourable

settlement in the US. In exchange for a payment of less

than $130 million, Google has acquired rights in relation

to a vast array of in-copyright works. Some may argue

that Google has paid considerably less than those rights

are worth. Others will say that Google has taken a

decisive step to preserving the world’s literary heritage.

Chris Bevitt,

Partner,

Shelston IP Lawyers.

The settlement is subject to confirma-

tion at a final fairness hearing, now

scheduled for 7 October 2009.
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BYTES

New parliamentary enquiry into cybercrime

The Australian Parliament’s House of Representa-

tives Communications Committee has announced a new

inquiry into cybercrime and its impact on Australian

consumers, with a focus on identity theft, financial fraud

and their impact on individuals’ right to privacy and the

competitiveness of businesses.

Committee Chair Belinda Neal MP has welcomed the

opportunity to investigate Australia’s progress in com-

bating cybercrime, saying:

Anyone who has done their banking online, used websites
to purchase goods or emailed family or friends knows the
Internet is now an integral part of the day to day lives of
millions people and businesses worldwide. This technologi-
cal revolution has delivered many exciting opportunities,

but with the undoubted economic and social benefits has
also come a new risk of “cyber crime”. This is an issue that
affects all of us as we rely more and more on information
and communications technology in this increasingly globalised
world.

The inquiry was referred by the Minister for Broad-

band, Communications and the Digital Economy, Sena-

tor Stephen Conroy and the committee is interested in

hearing the views of consumers, businesses and experts

in the field, as well as federal, state and territory

governments. Submissions were by Friday 26 June.

Dr Gregor Urbas,

Senior Lecturer in Law,

Australian National University.

“Adelaide Institute” internet racial vilification
case

Legal proceedings in the Federal Court of Australia
involving the “Adelaide Institute” website and its opera-
tor, Dr Frederick Toben, reached a new stage this month
when Lander J found Toben guilty of 24 charges of
contempt and ordered him to serve three months in
prison and to pay court costs.

The charges were based on Toben’s failure to comply
with previous orders made by the court requiring removal
of offensive content from the website, including material
denying the historical occurrence of the Nazi Holocaust.
In proceedings in 2001–2, Branson J had found the
material to be in breach of the Racial Discrimination

Act 1975 (Cth) in its offensiveness, and because the

material was published on a website which was not

password-protected, the conclusion followed that the act

of publication was “an act reasonably likely in all of the

circumstances to offend and insult a group of people,

namely Australian Jewry”. Toben’s legal representatives

are reportedly considering an appeal against the con-

tempt findings.

Dr Gregor Urbas,

Senior Lecturer in Law,

Australian National University.
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China implements PC-level internet filtering;
Australia’s ISP-level tests continue

In what is being touted by some as evidence that

ISP-level filtering is an ineffective technology, the Chi-

nese Government has recently announced that from 1

July 2010, all PCs sold must have “Green Dam — Youth

Escort” internet filtering software either pre-loaded or

provided on a disk with the PC.

This means that China will operate two levels of

internet filtering. The Chinese Government also main-

tains a network-level internet filter which processes all

internet traffic in and out of China. Dubbed the “Great

Firewall of China”, the filter searches for and blocks

political, violent, pornographic and other illegal material

by various means, including deep-packet searching. It is

widely regarded as one of the most advanced network-

level internet filtering systems in operation.

While there are competing views as to why China has

implemented this additional layer of filtering technol-

ogy, some argue that the additional measure is seen by

the Chinese Government as a necessary response to the

circumvention of the “Great Firewall of China” by

internet users in China.

This perspective provides an interesting counterpoint

to the Australian Government’s pursuit of its live ISP-

level internet filtering trial (the trial).

Despite continuing controversy regarding the viabil-

ity of network-level filtering, the accuracy of the black-

list of websites maintained by the ACMA, and public

setbacks (most recently, iiNet, Australia’s third largest
ISP, withdrew from the trial), the trial continues, with
several participants mid-way through their testing.

While part of the trial was to test the blacklist
technology, participants were encouraged to test other
means of filtering. Accordingly, some participants are
using a filtering technology that they say is capable of
filtering peer-to-peer, instant messaging, anonymous
proxies and even online gambling with minimal impact
on network performance.

Communications Minister Stephen Conroy maintains
his support for the trial, as part of a broad range of
internet safety measures, claiming that while “ISP filter-
ing is no silver bullet … the Government is implement-
ing a comprehensive set of measures to combat online
threats”.

It will be interesting to see the results of the trial to
determine to what extent ISP-level internet filtering
affects network performance, and whether it is consid-
ered effective enough to be implemented. Given Senator
Conroy’s comments, it will also be interesting to see if
the Australian Government, like the Chinese Govern-
ment, implements a user-level filtering regime as a
supplement to, or perhaps instead of, an ISP-level
internet filter.
Alex Hutchens,

Senior Associate,

Blake Dawson.
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